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01 | VE CHUNG TOI

O S’ ménh

"Tién phong, chl lyc kién tao xa hdi sd"

Trong giai doan phat trién thi tu cia minh, Viettel tuyén bd sd ménh
tién phong, chi luc trong kién tao xa hdi s 6 Vit Nam, vai khat vong
dua vién théng, cong nghé thdng tin vao moi linh vuc clia dai séng xa
hoi, chuyén dich tif mdt nha khai thac vién théng trd thanh nha cung
cdp dich vy sb. Viettel cing mong mudn sé Ung dung cong nghé so
nham nang cao nang lyc thau hiéu dé ngay cang lam t&t hon nda viéc
phuc vy ting nhu cau riéng biét clia khach hang.

& Tam nhin

“Sang tao vi con ngudi”

DU & bat cl giai doan nao, Viettel ludn 18y con ngui trong tam phat
in , = trién, thyc hién vai trd dan dat trong linh vy vién théng va cong nghé
VE CH U N G TO' thong tin, tién phong trong linh viic cdng nghé va cong nghiép. Khong
ngiing nd lyc nghién cdiu va lam chli cong nghé 4.0, Viettel sd hiiu hé
sinh thai giai phap chuyén déi s& toan dién trén moi linh vic cho moi
déi tugng. Nhiéu nam qua, Viettel da si dung cong nghé dé giai quyét
cac thach thdc cia xa hdi, tu van va trién khai giai phap chuyén dai sé
cho Chinh pht, doanh nghiép, cong dong mang lai hiéu qua va td chiic
va hanh phiic cho nqusi dan. Véi quan diém “Kinh doanh gan lién vai
trach nhiém xa hi", moi quyét dinh clia Viettel déu dya trén goc nhin
bén phan va trach nhiém vai xa hoi.

Sau han 3 thap ky nd luc hoan thanh muyc tiéu phd cap dich vy vién

thdng, dua vién thdng va cong nghé thong tin vao moi linh vijc cla cudc
song & Viét Nam, Tap doan Cang nghiép - Vién théng Quan ddi (Viettel)
dat ra khat vong tro thanh Tap doan cong nghiép va cong nghé vuon
tam thé gidi. Cho dén nay, Viettel da hinh thanh 6 nén tang chi) dao ciia
mot xa hoi so gom: Ha tang so; Giai phap s6; Noi dung s6; Tai chinh s6;

An ninh mang va Nghién cliu san xuat cong nghiép cong nghé cao.
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01 | HA TANG SO 1 TAI VIET NAM

13 Data Center trai rong khap 3 Mién Bac - Trung - Nam

Binh Duong

1

www.viettel.com.vn

Lo trinh dau tu

* L & -

13 Téng dién tich san Ténq sb rack dat Téng muc dadu tu méi

Data Center 100.000 m? 17.000 Rack ~10.000 ty VND
& & &

22 Ténq dién tich san Téng sb rack dat Tong mic dau tu mai

Data Center 324.000 m? 34.000 Rack ~40.000 ty VND

@ Data Center cua Viettel dugc xay dung dat tiéu chuan quéc té
ANSI/TIA 942-B:2017 Rated 3 Constructed Facilities




01 | HE THONG TIEU CHUAN, CHU'NG CHi

[y | Nha cung cap dich vu ha tang Trung tam dir liéu
v DAU TIEN va LON NHAT tai Viét Nam dat chirng chi

CUC AN TOAN THONG TIN

LA CNBAN Rated 3 Constructed Facilities ANSI/TIA 942-B:2017.

Nén ting Viettel IDC Cloud
cua Cong ty TNHH Viettel - CHT

DYip tmg tiéu chi, chi tiéu k¥ thuit nén tang dién todn ddm miy phuc vy
Chinh phi di¢n tw/Chinh quyén dién tir theo viin ban 56
HAS/BTTTI-CATTT ngay 03/4/2020 va van ban
50 2612/BTTTI-CATTT ngdy 17/7:2021
cua B Théng tin vi Truyén thing

\\1\1\-942_?0
Z

L7 oD
RATED 3

WTIR-S42

X nhin s0. 10/CATTT/XNDTDM
Ngay ciap: 01/122022

Ngay hét han: 30/11/2023

Ha Noi, ngay Of thangdfndm 2022
KT, CUC TRUONG %~
PHO CUC TRUONG

IS0 14001:2015 1S0 45001:2018

Cernfled Certification Certification

A Q/
I'rin Ding Khoa

N A
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01 | HA TANG VIEN THONG BANG RONG - PIEN TOAN PAM MAY

é Két ndi siéu bang rong o Hé sinh thai Cloud da dang nhat

Hdp tac vdi cdc nha cung cép
hang déu thé gidi

Buding truc cdp quang 5 tuyén cap quang bign Quéc té :
l6n nhat khu vuc (AAE-1, TGN-IA , APG, AAG, ADC) = '
als Dudg . . L o ‘ G.k:mmi rﬁ%h VECANM ‘
Ol'lg ng Hgé sinh thai san pham dich vu Cloud da dang,
phong phu, toan dién, bao trim: laas, Paas, ]
aWs
SaaS, Managed Service va Co-location, dap [ ' ‘ /A Azure l Google ]
(ng moi nhu cdu cda khach hang
500.000 km Mang Metro Ethernet
cap q”g';gﬁp't‘f = l6n nhat é Nén tdng Cloud bdo mat tin cdy
n

Bdn vi duy nhat cd nang luc trién khai dich vu dat ATTT cp d6 4 tai Vist
é Cﬁﬂg nghé hiéﬂ dﬂl nhdt Nam, ﬂéf (ng cac y&u cdu bao mat cho quan dai, chinh phil, ngan hang
v3 cac td chic khac vdi mic d6 nhay cdm cao.

Bao mat da ldp tif thiét k& ha tAng vat Ly, 56 lUdng qidi phap ATTT Cloud
l5n nhat.

Cac dich wu Cloud dudc xay dung dua trén ma
ngudn md bac gdm OpenStack, Kubernetes,
Ceph, Prometheus, Grafanma vdi cac phign badn e
trién khai 1 phign ban dn dinh va mdi nhat. Dai L
ngii kj su Viettel Cloud cing truc tiép déng gép, Thiét k& bao vé& phén tach ving quan Iy Cloud ddc lap vdi ving dich wu

x8y dung va [am chi cac ma ngudn md nay. G = Tach vat ly va logic visng quan ly Cloud va viing dich vu Cloud ding

cho khach hang.

" Thiét lap ki sodt vét Iy, logic dam bao tU ldp dich vu khach hang

khéng leo thang vao dugc quan tri bén trong.

www.viettel.com.vn 4




01 | NANG LUC NHAN SU’ - CHU’NG CHiI

Viettel Cloud s(f dung, 88ng thdi cung c&p giai phap dam bao ATTT todn

dién v& chéng t&n céng vao ca mang Cloud

Giai phap ATTT toan dién l8p mang, (ng dung va website

Quan tri dinh danh, phan quyén va truy cip vao hé thiéng
e = Gi&i phap gidm sét, phét hién va phan Ung trudc cdc mdi nguy ATTT
= Ra quét I8 hdng bao mat va ngdn chan céc nguy cd an ninh mang
= Bao v& di liéu khach hang
= Béo céo tudn thd ATTT trén ha tdng Cloud

/N
,/Jéllll" I] E Tudn thi céc tidu chudn vé& dam bao ATTT cho Cloud

Pon vi duy nhat
dat ching chi
AICPA 50C1,2,3

cuia Vién kiém toan cong chiing My

ISO 27001
Tigu chudn quic t& v& ATTT

1IS020000-1:2018
Tigu chudn t8 chic hoat déng
van hanh dich vu CNTT

IS0 27017
Tiéu chudn quéc t& vé ATTT
cho hé théng Cloud

PCI-DSS
Tiéu chudn ATTT
cho Thudng mai dién td

www.viettel.com.vn 5

a Van hanh chuyén nghiép vai doi nga
chuyén gia tét nhat Viét Nam

» Ddi ngl chuyén gia vai trén
I 500 Ky su Céng nghé thang tin

15 nam kinh nghiém

30 chuyén gia quan tri mang (CCIE)

I 504 Nhan su R&D Cloud Computing
I 300 Ky su An toan théng tin

Kinh nghiém wan hanh tai 7 Van hanh theo guy trinh chuén
qudc gia vai hé théng CNTT phiic
tap, quy mé lén nhat khu vifc.

quéc t& ITIL, tinh s8n sang cao
va cam k&t v& chat lugng dich
vu dén 99.99%

o Cam két déng hanh cong cdc té chdc va doanh nghiép

Xy dung mai truding dé két ndi doanh nghiép

1_.
! va cong déng
i
1

Cam k&t ddu tu l6n va l5u dai v& ca ha tang
nén tang va san pham dich vu.




01 | HE SINH THAI DICH VU PHONG PHU DA DANG

HE SINH THAI VIETTEL CLOUD
Paa$S MSP SaasS

Container Hosting Dich vu an ninh, Coso Dich vu an ninh,
Viettel Mubernetes Viettel b_ao mé,i‘t dd ligu bao mat dam may
Engine Web Hosting dam may Database — T Viettel Cloud Wiettel Cloud wviettel Cloud D Viettel

@ Dich vu " Dich wu tU vBn ra so&

il ! J s Camera Platform Al Paltform E cemera Cloud Al
) Viettel Key s0C 16 hemg bao mat
\u'TET.-tE'l Container N Viettel . ManaoerTent Viettel
Registry M Email Hesting Zarvice StartDB

Dich vu Camera giam sat va tri tué nhan tao

Tu van, trién khai Dich vu an ninh, bdo m&t dédm may Hosting
Dichwu két noi & Container Al & Machine Learning & van hanh
phén phdi ndi dung Dich vu .
Viettel ze— méy cho ign-AIr“ﬂc:w O TensorFlow * PyTorch Dich wu % Dich vu

4 hign dai hod tu van - A ~
Security CON ki&n tric ! e ha ting ATTT Ung dung dém may
T i & Biases
Ung dung mai 1) wicrosofe 365

) ; (B viettel oud Desktop & Viettel Cloud PC
microservice & nvoia R . @s " Viettel Dich vu

miota NGC = Pyl =ean Mznaged %- t van 3¢ va Q) Viettel License Leasing 7> SmartHome
|OT Platform ¥

Native Ll Services gidi phap
@ NVIDIA Triton Inference Server
m T Plat . Kubernetes i . Viettel StoreBox (A Home Camera #‘ Education Smartup

Wiettel = fiettel Cloud . Viettel Endpoint Wiettel Wiettel
@/ Cloudrity ==g Firewsll (WAF) Security Domain SSL

-
Viettel KubeFlow r MLFow

Media CDN

laa$S
Dién toan dam may Ao hoa mang Luu trQ dd liéu Sao luu dU liéu
L] o wiettel Cloud wiettel Cloud viettel Cloud
Viettel Viettel Viettel Virtual ﬁ Viettel Dedicated . Viettel vietwaork o visttel Cloud Object Storage Data Archiving (™ Disaster Recovery s Backup
Start Cloud Private Cloud Private Cloud ~ “q}? Private Cloud . =

|—.'—‘ Viettel Block Storage

Can bang tai .
% Viettel Viettel Viettel Open Viettel

i - D Viettel Fle Storage I:) Wiettel Viettel
Cloud Server = Dedicated Cloud &=, Private Cloud Cloud GPU \‘L::ueatéeéalancer‘ = -(:l e Hybrid Connect

Dich vy két néi & phan phai ndi dung

DATA CENTER

Trung tam da ligu TU van, trién khai & van hanh

(= | )
@? Wiettel Colocation Ec, Viettel Disaster Recovery O Jictiel Server Leasing Viettel Metwork Device Leasing &?ﬁ Viettel Data Center Consulting

www.viettel.com.vn
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02 | CAC THACH THUC CUA CAC TO CHUC ,DOANH NGHIEP HIEN NAY

HA TANG CONG NGHE TOI WU CHI PHi QUY TRINH-VAN HANH TIEU CHUAN

v'Ha tang da dau tw san
gua nhiéu giai doan
khac nhau.

v Thiét bj ¢, khé khan

trong viéc nang cap mé

rong.

v’ Bau tw ha tang méat rat
nhiéu thoi gian. Kha

nang nang cap maé rong

han ché, phirc tap

www.viettel.com.vn

v Thiét bi dwoc dau tw dé
phuc vu theo giai doan
thong thwong latw 3 -5
nam.

v Toc d6 thay ddi cong
nghé nhanh dan dén ha
tang CNTT dé bi lac hau

v’ Tai san cong kho cé thé
thwe hién dwoc cong
tac techfresh

v Céac cbng nghé ci, dac
biét vé gidi phap DR rét
phtrc tap vé mat van
hanh.

v' Do dau tw phuc vu dai
han nén dau tw ban
dau rat I1&n. Trong khi
nhu cau nhirng nam
dau thap dan dén hiéu
qua dau tuw khong cao.

/Chi phi van hanh (dién,
dieu hoa,...) cao

v" Cac chi phi bao tri, bao
dwdng cac hé thong,
thiét bi ha tang DC

ciing nhw thiét bi CNTT.

v Doi hdi ngudn lwe quan
tri van hanh TTTHDL
I&n.

v’ Khéng di ngudn lyc dé
t0 chirc b6 may van
hanh bai ban.

v “Quy trinh héa” cong
tac van hanh thap.

v/ Céc DC tai chd thuong

duwoc thiét ké tan dung
tlr cac toa nha van
phong. Khéng phai xay
dwng riéng dé lam TTDL
nén khé dap ing dwoc
cac tiéu chuan cao nhat
vé TTDL.

v Khéng dwoc cip cac
chirng chi quéc té vé
TTDL. Khoéng c6 qua
trinh tai danh gia theo
chu ky dé dam bao chéat
lwong cta TTDL.




02 | NHIPNG XU HUONG TRIEN KHAI PHO BIEN HIEN NAY TAI VN

Két hop gilra hé théng dam may tai ché voi
cac ha tdng ddm may cla cac nha cung cap
dich vu dé trién khai mé hinh dam may lai.
Vira tan dung duwoc tai nguyén da dau tw vira
c6 thé tan dung duwoc cac wu diém cla cloud
(linh hoat, m& roéng nhanh chéng, céng
nghé,...)

Thay vi tw dau tw xay dwng cac TTDL riéng thi
hién nay céac té chirc, doanh nghiép c6 xw
huwdng sir dung dich vu cua cac don vi cung
cap TTDL chuyén nghiép

St dung céac dich vu sao lwu

va dw phong tham hoa
Tam quan trong cta cac dich vu CNTT hién
nay la dieu khdng phai ban céi. Bac biét la doi

Thué dich vu van hanh

Khéng chi riéng Iinh vec TTDL ma xu huéng
thué ngoai dién ra & gan nhu tat ca cac linh

v&i cac hé théng phuc vu chinh quyén nha vire. D& doanh nghiép vira c6 thé téi wu chi
nwdc, dia phwong. Yéu cau vé backup, DR phi nhwng van duwoc sir dung cac dich vu chét
cling da dwoc yéu cau trong cac quy dinh vé lwong cao do cac don vi chuyén nghiép cung
hé thdng hanh chinh cong theo cap do cap.

www.viettel.com.vn 9




02 | XU HWONG PHAT TRIEN TTDL VA BTPM TAI VIET NAM

Dw bao toc dé tang trwéng dich vu TTDL tai Viét Thi trwong Cloud services tai VN rat tiém nang
Nam giai doan 2020 — 2025 khoang 14% - 15% véi toc d6 tang trwdng cao , khoang 30 - 40%
Vietnam Data Center Market, By Region, By Value, 2015-2025F - (J
g Vietnam cloud market' CAGR
2019-25
700 -
Managed Services

~50% of growth

Migration services @

#21% pa.
I

180-225

2015 2016 2017 2018 2019 2020 2021F  2022F  2023F  2024F  2025F

Cloud Infrastructure @

u Northern Vietnam H Southern Vietnam m Central Vietnam

Source: TechSei Research 2019 2025 Base Case 2025 Bull Case

www.viettel.com.vn 10




02 | XU HUONG BDTDM NAM 2022 CUA THE GIOI

Toi wu héa nén tang BDTDM hién tai
(T6i wu chi ph)

59 %

Chuyén cac hé thdng 1én Cloud m— —  ———— 57 0

Chuyén Apps truyén théng sang SaaS 42 %

Chién lwoc DPTDM cuia cac

té chire, doanh nghiép 7 % Multiple public

2 9% Multiple private
Single private 2
Multi- Cloud .

Single public Hybrid Cloud
Source: Flexera 2022 State of the Cloud Report
FLE>XErd
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03 | PIEN TOAN PAM MAY LA Gi ?

Ty phuc vu theo nhu cau (On-demand self-service)

U]

Dich vu c6 thé do lwdng dwoc (Measured service)

www.viettel.com.vn 13

Truy cap moi luc moi noi (Broad network access)

Cung cép theo téng tai nguyén (Resource pooling)

Co gidn nhanh chong (Rapid elasticity or expansion)



03 | U PIEM

POC LAP, TRANH TRANH CHAP TAI NGUYEN
Co6ng nghé phan cum Cluster va Tinh ndng can bang
tai nguyén st dung trong Cluster DRS, gilp cac may
chl 3o lubn dwoc dm bao & nguwéng can bang, tranh
qua tai va tranh chap tai nguyén.

TRIEN KHAI NHANH (RAPID DEPLOYMENT)
Tai nguyén da dwoc nha cung cap dich vu dau tw ha tang
san, doanh nghiép chi can dang ky nhu ciu st dung.

Khong phai tién hanh cac tha tuc dau tw mua sam mét rat
nhiéu thoi gian.

PO SAN SANG CAO (HIGH AVAILABILITY) = ) ,
Hé thdng cum may chd (Cluster) ddm bdo may U’U -DIEM TOI YU CHI PHI

cht luén hoat dong ngay ca khi c6 mot hodc Doanh nghiép chi cé‘n chi tra tai nguyén theo nhu
N e . ) ' cau, cac ha tang phan ctrng dy phong do ISP chiu
nhiéu may chu trong cum bi I6i.

H AN Ve r N\
trach nhiém. Khéng can phai dau tw, van hanh thiét
Hé théng lwu trir chuyén dung cao cép (high-end) Dlen toan dam m a'y ¢ ? oPbretale |

‘ ’ bi CNTT, ha tdng phong may chd,...
cho dod on dinh bén virng tuyét doi.

KHA NANG CO GIANTAI NGUYEN LINH HOAT
Khach hang cé thé nang cap hodc ha cap tai nguyén
theo nhu cau mét cach nhanh chéng theo nhu cau
thwc té cia doanh nghiép.

QUAN TRI DE DANG (EASY MANAGED)
Cong cu quan tri nén web gitp khach hang
dé dang thao tac (VMs, Network, vFW,vLB),

www.viettel.com.vn 14




Application Application Application Application Application Application

Data Data Data Data Data Data

Runtime Runtime Runtime Runtime Runtime Runtime

Middleware Middleware Middleware Middleware Middleware Middleware

)

Virtual Machine Virtual Machine Virtual Machine Virtual Machine Virtual Machine

Software

Virtual Machine

Server Server Server Server Server Server

Platform
)

Storage Storage Storage Storage Storage Storage

InfrastTucture

Networking Networking Networking Networking Networking Networking

Facilities Facilities Facilities Facilities Facilities Facilities

\
n
@)
n
n
@)
n

(
(

Managed Services

Collocation

On-Premises

{ J

wn

Y
ON-PREMISES ISP Datacenter ON-CLOUD

—

www.viettel.com.vn 15



ISP Data Center

QNQ

Enterprise Data Center

Local Cloud Service Provider

www.viettel.com.vn

Viettel Private Cloud

16

03 | Cac hinh thdrc trién khai Dién toan dam may

_ Nunp
firramazon
NE web

Services

L

DeLLEMC

b /S Azure

D

Zoogh Cloud Fltiorm

—

Viettel Public Cloud

DRACLE

cLouD

'[ And mare
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04 | CAC DICH VU VIETTEL CLOUD COMPUTING

Virtual Private Dedicated Private

Cloud Cloud Private Cloud

Cloud Server

Cung cap tai nguyén
theo yéu cau

Cung cap tai nguyén o .
theo VM don 1 Cung cap tai nguyén theo pool

Nang cap theo thanh phan vCPU / RAM / Nang cap Nang cap
Storage theo server node theo yéu cau

Cho phép tao / x6a VM, thiét 1ap va quy hoach két n6i mang LAN

Ha tang public Ha tang private

WWwWWw.viettel.com.vn 18




04 | XAY DUNG HYBRID CLOUD

Viettel
Cloudrity Viettel
{AntiDDOS L4) Cloudrity(WAF)

LA

WLAN 02

www.viettel.com.vn

TTTUMNI M~E- Tinh (DM

i :9Ruuter
10 Ghps Darkfiber——; \
VPN
i | oMz zone
vFirewall = T pe ! . .
{External FW) - —O.',' Eﬁﬁ?} E{&;; Eiﬁ?}
wLoad Vot arves o
Balancer ! E\.. E
o =
viette) 1 ppc‘omm
Cloud --
Firewall TF PSS
10 Ghps Darkfiber— / !
-
= [vSwitch
e

VM

[5]
i —
H—
g
=

Viettel Endpoint
Security

Viettel Cloud  Viettel Cloud  Viettel Cloud
Block StorageObject Storage File Storage

Viettel Public Cloud
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04 | DICH VU VIETTEL VIRTUAL PRIVATE CLOUD (VVPC)

www.viettel.com.vn

GIOI THIEU

Dich vu Viettel Virtual Private Cloud (VVPC) cta Viettel IDC cung cép tron géi ha tAng tinh
toan, lwu trir va truyén dan cho phép khach hang ty thiét 1ap trung tam dir liéu o hoa trén nén
tang dién toan dam may céng céng (Public Cloud) cua Viettel.

Viettel IDC phan b va cung cAp mot phan ha tang dién toan dam may coéng cong cho tirng
khach hang, d¥ liéu cia VVPC dwoc cb lap hoan toan.

Khi st dung dich vu VVPC, khach hang cé toan quyén kiém soat méi trweéng mang ctia minh
bao gdbm: dai IP riéng, tao cac mang con (subnet), bang dinh tuyén (route table) va céng két

ndi mang (network gateway).

S& dung IPv4 va IPv6 déng thoi dé vira c6 kha ndng bado mat cao vira truy cap dé dang.

20




04 | CAC TINH NANG NOI BAT CUA VPC

KH dwoc chl] dong khai tao / xoé
/ thay déi ciu hinh cac may chd
ao (Virtual Machine — VM)

Quan ly theo téng tai nguyén
(CPU, RAM, Storage), KH chu
ddng tao cau hinh cac may o
theo nhu cau.

KH c6 thé cha déng thiét hé hé
théng mang vlan, IP subnet,
zones, ... trén hé thong

Cbng quan tri tap trung duy nhét
cho VM, Network, vFirewall, vLB ..
c6 thé console VM ngay ca khiV
khong co internet.

6 thé quan Iy tai nguyén theo dv &n,
don vi con trén cung mot tai khoan.
Cac VM c6 thé phan bo trén cac AZ

khac nhau.

Cho phép két nbi vé hé thdng & cong
ty (DC, van phong, tru s& khac,...)
théng qua két nbi an toan (VPN site
to site, kénh riéng,...)

WWwWWw.viettel.com.vn 21




04 | DICH VU VIETTEL VIRTUAL PRIVATE CLOUD (VVPC)

WU PIEM - LOI ICH

An toan dir liéu Chi phi hop ly

Khach hang toan quyén kiém soat tai nguyén va dich Cung cap ha tang di liéu 4o hoa voi chi’ph|' thap
vu phan bd. D liéu dwoc bao mat an toan thong qua hon hinh thirc Private Cloud véi cung so tai ‘
VFW c6 sén va bd sung thém cac dich vu nhw VCF, O nguyén va dung lwong. Chi phai tra ding phan tai
Endpoint Security. nguyén st&r dung ma khdng can quan tam toi tai

Quan tri cap d6 mang nguyén dw phong.

Cung cap san thiét bi mang &o (vSwitch, Firewall Kha nang mé réng

— Loadbalancer); . . .
: Nang cap hoac ha cap tai nguyén theo nhu

Quy hoach mang ndi b trén Cloud: vLAN, IP N J . p, ' A cap i gAy N

. . cau mot cach nhanh chong trén ha tang
Private, Firewall Rules, v.v; .
R a1 Ay A Public Cloud.
Tw thiét Iap két n6i VPN.

Trién khai nhanh Quan tri dé dang

Coéng cu quan tri nén web cua truc quan,
khach hang dé dang thuc hién cac thao tac
nhw: Khéi tao/ X6a méay chd do, Cau hinh
Firewall va Load Balancer, Vv.v.

Khai tao Virtual Data Center véi tai nguyén cé san,
dé dang tw thém / xéa may chu &o theo nhu cau, tw
quan tri / cu hinh tai nguyén cho may chu o (API)

&R

WWwWWw.viettel.com.vn 22
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04 | CAC MUC AN TOAN VA QUAN TRI DU LIEU

Disaster Business
Backups Snapshots Replication  Availahility Recovery Continuity

eDiscovery

& Compliance  Archiving

“Dam bao viéc kinh doanh lién tuc
(Business Continuity) 1a yéu to

quan trong nhat.”

Informatlon Governance Proactive Productlwty

(DATA) Reactlve Recovery (USER)
X INFRASTRUCTURE
Thap | | Cao
Chi phi
On Site Off Site
Copy Thiét bj lwu Hé théng Iwu
data a triv ) a triv )
*
% . — = EEE
—
Backup rule 3-2-1-0 B O cing ngoa pata conter
— ol <D
NAS Online/Cloud
- J - J
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04 | DICH VU Cloud DR (DRaaS)

. INTERNET

MO HINH DC - DR (active — passive) o

/.-'_' T ‘I o
'\/ INTERMET ¢
L\

y

Viettel
Cloudrity
{AntiDDOS L4}

Viettel
Cloudrity(WAF)

/R
~

VIETTEL CLOUD DR VPN

DMZ Zone E‘\fl’ EE?—I EI:I
D BB E_—|
[—[—]

. L L | oMz Zone
vFirewall |t ral | . |
{External Fw) [T T -0z Eiﬁé} E{ﬂ! Eiﬁé}

“ N\ hE,

VIETTEL CLOUD DR = g g
:* v Switch :* v Switch } Switch
1 T |
’ ’ » crossgmeftation
VM VM VM VM VM R { R VM VM
LB g M(%G ===
Viettel Endpoint AZ A
é ecuritﬁ AZB
‘==. E E-
TTTHDL Cac Tinh (ED) Viettel Public Cloud
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04 | CAC DICH VU CLOUD STORAGE

Viettel Cloud File Storage: Dich vu lwu trir dd&m may dang TEP Dung lvgng khong gidi han )

M& rong lwu trir 1€n toi Petebyte khi ¢6 nhu cau. Khong gian
Viettel Cloud Block Storage: Dich vu lwu trir ddm may dang KHOI doan dich vy khong thay doi cau hinh khi mé rong
Viettel Cloud Object Storage: Dich vu lwu trir ddm may dang DOI TUQONG Khoéng gi¢i han dung lwong khi truyén tai

Tiét kiém chi phi
Tiét kiém chi phi dau tw, nang cap, van hanh va bao tri bao
dwdng hé thong.

mﬂﬂ_ﬂ
D)
O
-
Q.
N
~
Q
Q)
(@)
D

LU P
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04 | DICH VU vCF (Viettel Cloud Firewall)

e Dich vu vCF s dung thiét bj twérng Itra thé
hé m&i (NGFW) Firewall Palo Alto Networks

WildFire nham nang cao tinh bdo mat cho hé

thong:

- Nhan dang rng dung.

- Nhan dang ngw¢i dung.

- Anti-virus, Anti-spyware.

- IPS L7.

- Phong chéng ma déc chwa xac dinh/APT.
- Advanced URL Filtering.

- DNS Security.

www.viettel.com.vn
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Viettel Cloud Firewall
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04 | DICH VU CLOUDRITY

Web Application Firewall (WAF)

- Phét hién va ngan chan tan cong khai thac 16 hdng rng dung Web.

Anti-DDoS L4/L7
- Chéng tan céng DDoS murc ISP.

SoC

HACKER

& —=

—

USER

=l

- Trung tdm diéu hanh gidm sat an toan thong tin 24/7.

www.viettel.com.vn
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Attack request

Good request

 INT
X. ' ‘ . Good request
N

VIETTEL Website

WEB APPLICATION FIREWALL

=18
3
£g

T A

-ld e

Cly==J —
EVENT DATABASE SORTAL



04 | BAO MAT

vCloudrity: WAF,
Anti DDOS L4/LT

vFirewall: configure DHCP,
firew all (blocking p ort), network
_-address transhtion (NAT), and
‘vPNh{ili"lll_\_E dge Gateway

NSXEDGE GW “"-....

SOC (Security Operation Center)

NGFW T
% External v \let.tel(,loud
Firewall e

0
Router Firewall Switch . .
5 ’ g = &R
@== —
Application 1w Dich vu Giam sat vi Phén ting s c6 ATTT cia
[l . Viettel IDC h3 tro khich hang giam sittoan dién

Vietgél Cloud Firewall: ML Powered 24/7/365 trén céc 16p, gitp phat hitn sém v phin

L] E % ‘Web Server % o J,” Nﬁi’w 0, b dng ting dung mtim e 1 ohe or ehim &t ATIL

v

WebApp  Mobile App Email L dang ngwid dimg, Anti-virus, Arti-
* Internal ' /Sypware, Vulnerability Protection (IPS
./ lop 7), WildFire, Advanced URL

External Internal : / Filtering, DNS Security, Advanced
3 ‘ VPN, Enterprise DLP (Inline). IoT

Penetration System Penetration : ¥
Test - Test | ] Security, Saa$ Secusity (Inline)
E i : | L

Server DataBase

Viettel Endpoint Security:
NextGen AV,EDR, Risk

Pentest: Knalytics, Ani-explot,
- Network (Router, FW, Switch) Ransomware Mkigaton
Application (WebApp, MobileApp, API, Email...)

- System (Server, DB) VM VM
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